
5 D’s of Premise Security 
Asset protection is the primary objective of any perimeter. It is a well known fact and pure common sense, that criminals seek out opportunities to commit crimes at facilities that are the easiest targets.  The perimeter is the first line of defence against any threat. Keeping an intruder ‘out’ is the best way of protecting an asset. This is achieved by Deterrence, Detection, Denial, Delay and Defence – the 5 D’s of perimeter security. 
Deter Deterrence is a psychological battle. The security objective is to deter the criminal from even attempting a breach of the system. Overt large enclosures make it obvious to all approaching the perimeter that they are under surveillance. Signs saying “no trespassing” or “area under surveillance” also aid in communicating a deterrent message to unauthorized persons. Often a mix of security infrastructure such as compound walls, electrified fences, video surveillance and lighting are deployed.  If a potential intruder can be dissuaded by this barrier then the criminal activity doesn’t begin at all.  

 
  Detect  

    

   The objective is to promptly detect any intrusion or an attempt at intrusion. This then triggers a timely notification to the security personnel. Surveillance camera technology, especially megapixel cameras and/or thermal cameras are very effective as an accurate detection tool. Surveillance cameras are triggered to automatically zoom to the zone where intrusion is detected. Pinpointing the intruder(s) helps the security forces respond with adequate force.

Deny While ’Deter’ and ‘Detect’ are effective, every premise has authorized entry and exit points. At times these could be the weak link in the security of the premise. The objective is to allow authorized persons to enter while keeping unauthorized persons out. Access control technology or a manned security gate at the point of entry/exit helps achieve this goal. 



  

  Delay The objective is to slow down an active intrusion. This may either force the intruder to give up or give the security team sufficient time to respond with adequate force. This is achieved by deploying multiple security layers like a compound wall followed by an electrified fence. Physical barriers are also used to slow down the intrusion. Surveillance cameras installed at strategic locations provide situational awareness. They also measure the effectiveness of the countermeasures.   
 Defend  

 

 This would typically require the deployment of security personnel.  The objective is to apprehend the intruder(s) before any damage is done.  Video surveillance assists the security forces to locate and neutralize the intruder(s). Where required external security agencies could also be called on to neutralize the intruder(s). 
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A typical layout of an access control system for both pedestrians and vehicles  


